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Cryptographic group action’

@ G: an abelian group.

e X: aset (|X|=|G)).

1Brassard and Yung (1991), Couveignes (2006).
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Cryptographic group action’

@ G: an abelian group.
e X: aset (|X|=|G)). g

@ - : G x X — X a group action that is:
o Transitive : Vx,€ X, G- -x=X.
o Faithful : g-x=x=—= g=c¢.

@ Easy to compute g - x.

@ One way group action:

Finding g is hard.

1Brassard and Yung (1991), Couveignes (2006).
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Introduction: cryptographic group actions

Diffie-Hellman key exchange

@ Public parameter: xp € X.
o Alice's secret: g € G.
@ Bob's secret: h e G.
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Introduction: cryptographic group actions

Diffie-Hellman key exchange

@ Public parameter: xp € X.
o Alice's secret: g € G.
@ Bob's secret: h e G.

\‘, 8 X0

Alice

Photo credits: Gallery Yopriceville and Michael Ochs.
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Mathematical framework of OSIDH

The ideal class group action on oriented supersingular elliptic curves

@ Group: ideal class group CI(O).
@ Space: primitively O-oriented supersingular elliptic curves?.

e Group action: isogenies representing ideal classes?.

Elliptic curve

Ideal class <+ isogeny

Elliptic curve

2up to oriented isomorphism.
March 15 2022 7/ 45

Pierrick Dartois and Luca De Feo On the security of OSIDH



Mathematical framework of OSIDH [T TTEHEY

Oriented elliptic curves

@ K: quadratic imaginary field.
o O: order of K.
e E/IF,: elliptic curve.

Definition (Cold and Kohel)
A K-orientation of E is an embedding:
t: K — End(E) ®z Q.

(E, ) is an O-orientation if (O) C End(E).
It is primitive if ((O) = End(E) N «(K).
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Mathematical framework of OSIDH [T TTEHEY

Oriented elliptic curves

@ K: quadratic imaginary field.
o O: order of K.
e E/IF,: elliptic curve.

Definition (Colo and Kohel)
A K-orientation of E is an embedding:
t: K — End(E) ®z Q.

(E, ) is an O-orientation if (O) C End(E).
It is primitive if ((O) = End(E) N «(K).

o If E is ordinary, then «(K) = End(E) ®7 Q. Not very interesting.

o If E is supersingular, End(E) is a maximal order in a quaternion algebra:
infinitely many possible orientations.
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Mathematical framework of OSIDH [T TTEHEY

K-oriented isogenies

e (E,.) is a K-oriented elliptic curve.
e v : E — F is an isogeny.
o We define a K-orientation ¢, (¢) on F by:

Va e K, p.()(a) )gp oula)op.

~ deg(p

Definition (Colo and Kohel)

Let (E,cg) and (F,tr) be two K-oriented elliptic curves.
An isogeny ¢ : E — F is K-oriented if ¢.(tg) = tf.

We denote this by ¢ : (E,tg) — (F,tF).
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Mathematical framework of OSIDH [T TTEHEY

Ascending, horizontal, descending K-oriented isogenies

o p:(E,i.g) — (F,tr), a K-oriented
isogeny.

o O := ' (End(E)).
o O =z (End(F)).
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Mathematical framework of OSIDH [T TTEHEY

Ascending, horizontal, descending K-oriented isogenies

o p:(E,i.g) — (F,tr), a K-oriented o horizontal

isogeny.
e O := LEI(End(E)) ascending descending
o O =z (End(F)).

0'Cco 0oco
o If O C O, then ¢ is ascending.

o If O =, then ¢ is horizontal.
o If O D O, then ¢ is descending.
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Mathematical framework of OSIDH [T TTEHEY

Ascending, horizontal, descending K-oriented isogenies

o p:(E,i.g) — (F,tr), a K-oriented o horizontal

isogeny.
e O := LEI(End(E)) ascending descending
o O =z (End(F)).

0'Cco 0oco
o If O C O, then ¢ is ascending.

o If O =, then ¢ is horizontal.
o If O D O, then ¢ is descending.

Proposition (Kohel)
If £ := deg() is prime, then:
(i) ¢ is always ascending, horizontal or descending.
(i) If v is ascending, then [O' : O] = ¢.
(iii) If ¢ is descending, then [O : O'] = (.
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VBT RV PTEE RSPt R e I [s] Il  Oriented supersingular isogeny graphs

K-oriented supersingular /-isogeny graphs

Example: K = Q(i), £ =2, p =79, F7g: = Fyg[a] with a> —a+3 =0.
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VBT RV PTEE RSPt R e I [s] Il  Oriented supersingular isogeny graphs

Example: K = Q(i), £ =2, p =79, F7g: = Fyg[a] with 2> —a+3 =0.

The graph refolds!

Figure: Supersingular 2-isogeny graph over F,g2.
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VBT RV PTEE RSPt R e I [s] Il  Oriented supersingular isogeny graphs

Representing K-oriented elliptic curves by j-invariants

@ SSk(p): set of K-oriented supersingular elliptic curves over 2 up to
K-oriented isomomorphism.

@ SS(p): set of supersingular elliptic curves over IFp2 up to isomomorphism
(supersingular j-invariants).

@ Unfortunately, the forgetful map:
(E,v) € SSk(p) — E € SS(p)

is not injective.
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VBT RV PTEE RSPt R e I [s] Il  Oriented supersingular isogeny graphs

Representing K-oriented elliptic curves by j-invariants

@ But we can restrict to O-orientations with disc(O) bounded.

@ SSp(p): set of O-oriented supersingular elliptic curves over Iz up to
K-oriented isomomorphism.

Theorem (Colo and Kohel)
If p > | disc(O)

, then the forgetful map:
(E,) € SSo(p) — E € SS(p)

is injective.
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[V EYL RNV RSP S Mo L Is LMl The ideal class group action

The ideal class group action

o SST(p): set of primitively O-oriented supersingular elliptic curves over IF 2
up to K-oriented isomorphism.

@ We define a group action:
Cl(0) x SS5(p) — SSH(P)-
o If (E,1) € SS%(p) and a C O has norm prime to p, we consider:
o E — E/E[d]
with:

ker(¢q) = Ela] := ﬂ ker(t(c)).

aca

o We set:

[a] - (E,¢) := (E/E[a], (Pa)«(4))-
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[V EYL RNV RSP S Mo L Is LMl The ideal class group action

The ideal class group action

Order O Primitively O-oriented elliptic curves

O-ideal a C O Horizontal K-oriented isogeny
(E,0) —a-(E,1)

Conjugate ideal a=a~! Dual isogeny a- (E,t) — (E, 1)
Principal ideal K-oriented endomorphism
a=bin Cl(O) a-(E,l)~b-(E,u)

Ideal multiplication Composition of isogenies
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[V EYL RNV RSP S Mo L Is LMl The ideal class group action

The ideal class group action

Theorem (Onuki)

The ideal class group action CI(O) x SS%(p) — SS&(p) is well-defined, faithful
but not transitive. Actually, there are two orbits.
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[V EYL RNV RSP S Mo L Is LMl The ideal class group action

The ideal class group action

Theorem (Onuki)

The ideal class group action CI(O) x SS%(p) — SS&(p) is well-defined, faithful
but not transitive. Actually, there are two orbits.

To make it transitive: restrict to the orbit of elliptic curves obtained by
reduction mod p of elliptic curves defined over a number field with complex
multiplication by O.
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Mathematical framework of OSIDH [ EILFELE REEE A

(-isogeny chains and ladders
Definition

A K-oriented f-isogeny chain of length n is a sequence of K-oriented /-isogenies:

$o $P1 $n—2 $n—1
Eo E e E,_1 E,.

It is descending, horizontal or ascending if all the ¢; are.
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Mathematical framework of OSIDH [ EILFELE REEE A

(-isogeny chains and ladders
Definition

A K-oriented f-isogeny chain of length n is a sequence of K-oriented /-isogenies:

Yo $1 $n—2 $n—1
Eo E e E,_1 E,.

It is descending, horizontal or ascending if all the ¢; are.
A K-oriented ¢-ladder of length n and degree q is a commutative diagram of
K-oriented /(-isogeny chains:

Yo P1 $n—2 $n—1

Eo E1 s Enfl En
l% iwl = l%
Fo Po Fl P1 o Pn—2 Fn,1 Pn—1 Fn

such that ¢; : E; — F; is a K-oriented g-isogeny for all i € [0 ; n].
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Mathematical framework of OSIDH [ EILFELE REEE A

Computing the ideal class group action in OSIDH

0 O =7+ 0O forall i € N.

@ Represent an O,-oriented elliptic
curve (E,, tn) by a descending
E-isogeny chain (E,', Li)OSiSﬂ'

o Let q C Ok be a prime ideal.

@ We compute the chain
(Fisep)i = [a] - (Ei, i)

VOSISH, F,:[qﬂ(’),]E,

to get F, :=[qN O,] - E,.

o Assumption: Cl(Ok) = {1}, so that
Eo = Fo.
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Mathematical framework of OSIDH [ EILFELE REEE A

Restricted cryptographic group action
@ g1, - ,q: 7 £ splitting primes in K.
® 1, - ,qs primes of Ok lying above g1, -, g:.
@ The [q; N O,] generate CI(O)).
@ We know how to act by q1,--- , q;.

@ The, we can compute

Pierrick Dartois and Luca De Feo On the security of OSIDH March 15 2022 20 / 45



What about CSIDH?

Example: K = Q(v/—83), £ =2, p=283, O = Z[V/-83] = Z + 20k.

yi=x+ 11X2_+_X_ y? = x> +12x% + x

CI(Z[\/—83]3
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The OSIDH protocol

The OSIDH protocol
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RILCRC N LTI A broken naive Diffie-Hellman protocol

Naive Diffie-Hellman key exchange:

Public parameters:

@ Prime ideals q1,- -, q;.

@ (Ej)o<i<n a public descending ¢-isogeny chain.

Alice Bob

e, - ,e € [—r; r] fi, -, fr€r—r; r]

[=H f

a:= Hf;l a; b= le a;
(F?)i

(Fi)i=a-(E)
(G)i
(Gi)i=1b-(E)i
(Hi)i = a-(G)); (Hi)i :==b-(F});
Figure: Naive protocol.
March 15 2022 23 / 45
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The OSIDH protocol JAWYATETN-T2Y Y

Attack on the /-ladder?

e Given (Ej); and (F;); := [a] - (E;)i, we recover

[aNO,] € CI(O,) Eo Fo
e Knowing a; C Ok, such that [a; N O;] = [aN O], we
look for:
Ajiy1 = 4a;- b
with [b N O;+1] S ker(CI(O,-+1) —» C|(O,)) such
that: 4
[(a;-0) N Ojy1] - Eip1 = Figa Ei———F;

o |ker(Cl(Oj41) — CI(O;))| < £+ 1, so we have a

few values of b to test. E ajr1:=a;-b F
ir1— — —>Fia

3Colod and Kohel.
Pierrick Dartois and Luca De Feo On the security of OSIDH March 15 2022 24 / 45



Trick of the real OSIDH protocol (Cold and Kohel):

o Keep the chain (F;)o<i<n := a- (Ej)o<i<n Secret, only F, matters.
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—r<k<r

Fo
F1

F2
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Trick of the real OSIDH protocol (Cold and Kohel):

o Keep the chain (F;)o<i<n := a- (Ej)o<i<n Secret, only F, matters.

@ Some additional data may be useful: (qu -Fn) 1<j<t -

Pierrick Dartois and Luca De Feo

—r<k<r

qjl'Fn Fn qj'Fn qjl'Fn q;'Fn

On the security of OSIDH March 15 2022
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RN LIS The OSIDH protocol

Why does it work?
Example: Bob computes H, = [b] - F,, with [b] = [q1]"[q2]".

[42] - Ean — [q1][02]™ - Fs [41]"[q2]" - F,

f—1

[q2]271 - Fy —— [91][92] Py —— - —— [q1][q2] L - Fy

[92] - Fo ———[au][a2] - Fs [01]"[a2] - Fa
F,— % o [01] - Fn (@] - Fp.

Pierrick Dartois and Luca De Feo On the security of OSIDH March 15 2022
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RN LIS The OSIDH protocol

The protocol*

Public parameters:

(Ei)is a1, ,qt
Alice Bob
e, e €Eg[—r; 1] fi,---,fr €r[—r; r]
e f
a:=[]j_;q/ b:=Tj_;q/
(@17 Fn = o = 0l F
(Fl)l - [a] ) (EI)I
(0,177 Gn — -+ = [a))" - G
(G))i = [b] - (Ep)i
Hn,:=[a] - G, H,:=[6] - Fa

Figure: The OSIDH protocol.

4Cold and Kohel.
Pierrick Dartois and Luca De Feo On the security of OSIDH March 15 2022 29 / 45



Cryptanalysis of OSIDH

Cryptanalysis of OSIDH
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Recovering the chain with oriented endomorphisms
Recovering the chain with oriented endomorphisms®

o Given (E;); and (F;); :=[a] - (E;);, we can recover the secret [a] € CI(O,).

50nuki (2020).
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Recovering the chain with oriented endomorphisms
Recovering the chain with oriented endomorphisms®

o Given (E;); and (F;); :=[a] - (E;);, we can recover the secret [a] € CI(O,).
o Problem: recover (F;); with the knowledge of:

@] Fo— el R (1)< 0)

50nuki (2020).
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Recovering the chain with oriented endomorphisms
Recovering the chain with oriented endomorphisms®

o Given (E;); and (F;); :=[a] - (E;);, we can recover the secret [a] € CI(O,).
o Problem: recover (F;); with the knowledge of:
@) Fo s ) Fy (1<j<0)

@ Assume that we know a K-oriented endomorphism ¢/,(5) € End(F,) for some
known value 8 € O, \ Opy1.

50nuki (2020).
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Recovering the chain with oriented endomorphisms
Recovering the chain with oriented endomorphisms®
o Given (E;); and (F;); :=[a] - (E;);, we can recover the secret [a] € CI(O,).
o Problem: recover (F;); with the knowledge of:
(0]~ P [l Fa (1<j <)

@ Assume that we know a K-oriented endomorphism ¢/,(5) € End(F,) for some
known value 8 € O, \ Opy1.

@ Set Ok :=Z[f] and B := a+ bl"6 with bA L =1.

o We know ¢/ (a) = [a] so we know ¢/, (b£"6).

50nuki (2020).
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Recovering the chain with oriented endomorphisms
Recovering the chain with oriented endomorphisms®
o Given (E;); and (F;); :=[a] - (E;);, we can recover the secret [a] € CI(O,).
o Problem: recover (F;); with the knowledge of:
(0]~ P [l Fa (1<j <)

@ Assume that we know a K-oriented endomorphism ¢/,(5) € End(F,) for some
known value 8 € O, \ Opy1.

@ Set Ok :=Z[f] and B := a+ bl"6 with bA L =1.

o We know ¢/ (a) = [a] so we know ¢/, (b£"6).

Lemma
ker(¢h(b€"0)) N F,[f] = ker(@),_1), with @l _; : Fou1 — F. J

50nuki (2020).
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(LS TLE N LRI R e BIM Recovering the chain with oriented endomorphisms

Chain recovery

Pierrick Dartois and Luca De Feo

On the security of OSIDH
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Chain recovery

Pierrick Dartois and Luca De Feo
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(LS TLE N LRI R e BIM Recovering the chain with oriented endomorphisms

Chain recovery

-
q; n—1

o—0
o—0

Pierrick Dartois and Luca De Feo

qu1 “Foo1 Fao1qj- Foea

O————0

On the security of OSIDH

qu s Fh_a

o—0
o—0

March 15 2022
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Cryptanalysis of OSID Recovering the chain with oriented endomorphisms

Chain recovery

Fr2
qfr'an1 f]jil'an1 Fooaq;-Fha qu'an1
cycle
Fn

ierrick Dartois and Luca De Feo On the security of OSIDH March 15 2022 35 / 45



(LS TLE N LRI R e BIM Recovering the chain with oriented endomorphisms

Chain recovery

Fo
F1

F2
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Cryptanalysis of OSIDH irar Ty

Our contribution: a lattice reduction to find oriented endomorphisms

o We look for 8 € O, \ O,11 such that ¢/,(8) is easy to compute.

o We look for:

t

50, = [[(a; " 0,)°

j=1
with e1, -+, e € [-2r; 2r], so that ¢,,(/) can be inferred from:

[qj]_r'Fn—>"'—>[qj]r'Fn (lgjgt)

@ We look for short vectors (of infinity norm < 2r) in the relations lattice:

L=< (e, ,e) €Z' | [Jla;jnOn]% =[1] in CI(O,)

Jj=1

Pierrick Dartois and Luca De Feo On the security of OSIDH March 15 2022 37 / 45



- et AL @ ISR TRV LI RS T AT TR
Cryptanalysis of OSIDH X[t e Arre

Our contribution: a lattice reduction to find oriented endomorphisms

@ The relations lattice L can be computed in polynomial time (in n and t)
because discrete logarithms are easy to compute in CI(O,).

Pierrick Dartois and Luca De Feo On the security of OSIDH March 15 2022 38 / 45
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Cryptanalysis of OSIDH irar Ty

Our contribution: a lattice reduction to find oriented endomorphisms

@ The relations lattice L can be computed in polynomial time (in n and t)
because discrete logarithms are easy to compute in CI(O,).

Lemma

Heuristically, we have:

(1 eskstt) O ey < (1 eloe) CHOn
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- et AL @ ISR TRV LI RS T AT TR
Cryptanalysis of OSIDH irar Ty

Our contribution: a lattice reduction to find oriented endomorphisms

@ The relations lattice L can be computed in polynomial time (in n and t)
because discrete logarithms are easy to compute in CI(O,).

Lemma

Heuristically, we have:

(1 eskstt) O ey < (1 eloe) CHOn

o If the key space:

t
H[qj NOL% | e, - ,ee€[—r; r]
j=1

covers Cl(O,), then | CI(O,)] < (2r 4+ 1)* and:
Ay < 2r

@ Finding a short vector is exponential but practical with BKZ.
On the security of OSIDH March 15 2022 38 / 45



Pierrick Dartois and Luca De Feo

Implementation with toy parameters:

K = Q(i).

sage: load("Documents/Codes/OSIDH/OSIDH_attack_tests.py")
Protocol execution:

Alice:

Alice's secret key:

{2, 1, -3, 3, 3, 3, 3, -1, -3, 1]
Alice's action on public chain complete.

Bob:

Bob's secret key:

{2, o, -1, 1, 3, -3, 1, 2, o, 2]
Bob's action on public chain complete.
Alice's action on Bob's data complete.

Bob's action on Alice's data complete.

Shared chains coincide: True
Protocol execution time: 86.6418662071228 s

On the security of OSIDH

Cryptanalysis of OSID Implementation of our attack

{ =2 n=28t=10, r =3 and

Attack: part 1 - recovering the chains of Alice and Bob

Alice
Alice's chain recovered: True

Bob
Bob's chain recovered: True

Timing part 1: 243.38196992874146 s

Attack: part 2 - recovering Alice's secret exponents
Timing part 2: 109.8835232257843 s

Attack: part 3 - recovering the shared secret chain
Attack is correct: True

Timing part 3: 8.221031904220581 s

Total attack timing : 361.48652505874634 s

March 15 2022
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(LT E VTR NI [BI Ml Implementation of our attack

Implementation with toy parameters: { =2, n =28,t =10, r = 3 and

K =Q(i).

Protocol | Complete
attack
Average (in s) 84.83 376.05
Standard deviation (in s) 5.61 18.29
Margin of error (95 %) 1.46 4.76

on the average (in s)

Pierrick Dartois and Luca De Feo On the security of OSIDH
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(LT E VTR NI [BI Ml Implementation of our attack

Can we scale up the attack?

Testing lattice reduction: ¢ =2, n =256,t =74, r =5 and K = Q(i).

@ Relations lattice computation: 1h04.
@ Finding a short vector with BKZ: 0.5s.
@ Shortest vector:
u:=(—4,1,4,4,-3,1,3,5,5,2,9,5,3,5,-1,5,-7,2,-3,5,3,-3,2,
0,2,2,0,—6,—-2,—-2,-9,0,—6,4,1,—-2,1,0,7,6, —2, —5, -3, —4,
6,-1,0,-3,-2,-3,2,6,0,6,—-8,—3,—2,-3,4,4,—-3,-5,1,0,
0,1,-1,0,5,-1,-1,1,-2,—4)

lulloo =9 < 2r.
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Cryptanalysis of OSIDH [IelIT S TureETE

Countermeasures:

@ Method 1: increase t (and n) to make it computationally hard to find short
vectors.

@ Method 2: increase n to make sure that (2r + 1) < | CI(O,)], so that:

1/t
A1) > <1 B |0g|<zg(t)> \C|(02n)| S or
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Cryptanalysis of OSIDH [IelIT S TureETE

Countermeasures:

@ Method 1: increase t (and n) to make it computationally hard to find short
vectors.

@ Method 2: increase n to make sure that (2r + 1) < | CI(O,)], so that:

log log(t)) IO

2
: 5 > 2r

ML) > <1

@ Drawbacks of method 1:

o Increases the protocol complexity by a lot.

o Diversity: the security relies on a lattice problem.

Pierrick Dartois and Luca De Feo On the security of OSIDH March 15 2022 42 / 45



(LU N TR IR DI Countermeasures

Countermeasures:

@ Method 1: increase t (and n) to make it computationally hard to find short
vectors.

@ Method 2: increase n to make sure that (2r + 1) < | CI(O,)], so that:

1/t
A1) > <1 B |0g|<zg(t)> \C|(02n)| S or

@ Drawbacks of method 1:

o Increases the protocol complexity by a lot.

o Diversity: the security relies on a lattice problem.

@ Drawback of method 2: reduces the key space:

t
H[qj NO% | e, e €[—r; 1]
j=1

This impedes other cryptographic constructions.
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Conclusion
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Conclusion

To sum up: Our attack significantly undermines OSIDH:

o Either OSIDH becomes an inefficient protocol based on a lattice reduction
problem.

@ Or it no longer satisfies the hypothesis of a cryptographic group action (key
space too small).
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Conclusion

To sum up: Our attack significantly undermines OSIDH:

o Either OSIDH becomes an inefficient protocol based on a lattice reduction
problem.

@ Or it no longer satisfies the hypothesis of a cryptographic group action (key
space too small).

Future works:

@ Improve the protocol implementation to scale up the attack.
o Find a complete cryptanalysis (without countermeasures).

@ Or look for other constructions with the OSIDH framework that can work
with a small key space.
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Questions
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